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Abstract — Information Hiding has captured the
imagination of many researchers. Digital watermarking
and steganography techniques are used to address digital
rights management, protect information, and conceal
secrets. Information hiding techniques provide an
interesting challenge for digital forensic investigations.
Information can easily traverse through firewalls
undetected. Research into steganalysis techniques aids in
the discovery of such hidden information as well as leads
research toward improved methods for hiding
information. Medical data is the one that has to be given
high level of security, because of the significant
information it holds. Thereby, various researches have
been done and it is in progress to provide security
mechanism to the data. In this paper, Longest Common
Subsequence (LCS) has been used as a tool along with
integer transform to provide a highly secure way of
transmitting the medical data. This approach mainly
ensures combined binding of the data such that the data
remains protected and any unauthorised access to the data
can also be easily detected. This scheme achieved PSNR
value around 53 dB attaining a fair level of
imperceptibility. When subjected to jittering attack the
modified range of bits is around 33%.
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I. INTRODUCTION

The worldwide use of computer technology has its
roots in the healthcare sector too. Many hospitals have
embraced the use of information technology to record,
create, store, retrieve and process the various medical
information. The complexity of modern healthcare has
made IT inevitable in playing a significant role in
improving the health care quality. With the emergence
of electronic medical records and its uses, the field
became active and seeking the practical application of
computing and communications technology to

healthcare, health education and biomedical research [1-
25].

According to the Institute of Medicine (IOM)
Committee on Quality Health Care in America, IT must
play a central role in the redesign of the health care
system if a substantial improvement in quality is to be
achieved over the coming decade [14]. It focuses on
researches to improving the clinical decision making,
clinical information management, communication, costs,
and access to care.

Such IT revolutions in healthcare are also creating
an environment where these information can easily be
accessed, replicated and distributed without any loss in
quality. Hence, there is a need of technologies for secret
communications and to ensure the security of content
that is being exchanged.

The information has been recognized as a technique
to provide secret communications and to ensure the
authentication while the health care information is being
exchanged.

While considering the transmission of medical
information over the internet confidentiality and data
integrity must be taken into consideration so as to ensure
protection of the information from unauthorised access
[17]. The main root of medical identity theft is the
falsification of the medical charts which usually happens
by accessing the information based on legitimate needs,
dumpster driving and hacking of computerised records.
False entries in victim’s medical record may remain in
victim’s medical files for years and may not be
corrected or even discovered. False entries in victim’s
medical record may cause the victims to receive wrong
medical treatment. Victims may find their health
insurance exhausted, and become uninsurable for both
life and health insurance coverage. Therefore security is

115

ISSN (Print) : 2319 — 2526, VVolume-2, Issue-2, 2013



International Journal on Advanced Computer Theory and Engineering (IJACTE)

an important issue in the transmission of the medical
data and reports via internet [6].

This paper presents a novel authentication scheme
for health care information exchange. The reversibility,
imperceptibility and fragility have been emphasized on
the scheme, since it is proposed for healthcare
information exchange.

Il. DIGITAL FUNDUS IMAGES

Medical data wusually takes the form of
narrative/textual, recorded signals, audio and video
formats. Compared with text information, image
information has its own unique properties such as strong
correlation, high redundancy and so on [19]. Digital
fundus images are those which are used by
ophthalmologists for diagnosis, monitoring and
screening of the eye through the photograph of the
interior surface of the eye such as macula, optic disc,
posterior pole and retina. An example of a fundus image
is shown in fig. 1.

Fig.1 : A Sample Digital Fundus Image.

In ophthalmology, the fundus is the interior surface
of the eye, including the retina, optic disc and macula.
The fundus can be viewed with an ophthalmoscope. The
fundus images are taken using fundus camera. A fundus
camera is a specialized low power microscope with an
attached camera designed to photograph the interior
surface of the eye. Fundus photograph is usually taken
using a green filter to acquire images of retinal blood
vessels [9]. Green light is absorbed by Blood and
appeared darker colour in the fundus photograph than
the background and the Retinal nerve fibre layer. Hence,
the green channel of the fundus images possesses the
valuable Information for diagnosis than other channels
[21]. There has been a significant rise in the overall
number of ophthalmic examinations which relies upon
improving the ocular health care of the people but this
has also forced the ophthalmologists to be pressurised.
To address this issue, modern health care systems have
been developed with Computer Aided Design (CAD)
and networking for analysing the fundus images
resulting in drastic improvement in the screening
accuracy. These modern health care systems require

highly secure communication techniques for exchanging
information from one place to other [22].
I1l. RELATED WORKS

There are plenty of algorithms available for
implementing steganography and a detailed survey has
been conducted on the various works that has been done
so far in the area of medical image security. For
proposing this scheme which satisfies the various
properties of watermarking such as reversibility,
fragility, imperceptibility and so on, the studies
mentioned below have their own unique contribution in
understanding the existing available techniques. One
among those is the LSB (Least Significant Bit)
algorithms where the least significant bit (LSB) is the
position of the bit in a binary integer giving the units
value and determining whether the number is even or
odd during computing. It is referred to as the right-most
bit, due to the convention in the positional notation of
writing less significant digit further to the right [13]. In
VoIP steganography, proposed by there has been a
modified the threshold secret sharing scheme which
applies a two phase approach on the steganography
mechanism to provide reliability and fault tolerance and
to increase steganalysis complexity [4].

Yeung and Mintzer [10] made use of a look-up
table (LUT) to embed a watermark. But the accuracy is
not expected and external memory is needed for LUT.
Wu designed a LUT for DCT coefficients to embed a
binary watermark. The chaotic model based semi fragile
watermarking technique uses Integer transform which is
used for obtaining reversible image watermarking [8].
Also block linking method is widely used for the same.

Generalized collage steganography uses the
capacity of cover images in the database for analysis in
advance in order to select a proper cover according to
the secret message [6]. The process involved in
encoding and decoding uses a blend of media
cryptography and asymmetric cryptographic algorithms
called as visual cryptographic steganography method.
Nighat mir proposed a Web based secure
communication which makes use of Xml file as a carrier
with cover data which is further encrypted using AES
where text information is converted into a string
message[11]. To ensure secure private communication
between the users and to hide large amount of data with
minimal change of the structure of the cover file is done
through LCS based steganography on Indian languages.

IV. PROPOSED SCHEME

The key concept used in the proposed scheme
includes Longest Common Subsequence (LCS) and
Integer Transform. The LCS plays a vital role in finding
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a key string input value that can be used for embedding
purpose. Integer transform is the mathematical tool used
to embed the bits and inverse integer transform is used
on the extraction arena.

A. LCS(Longest Common Subsequence)

The Longest Common Subsequence (LCS) is a
mathematical function that is used to calculate the
longest subsequence common to all sequences in a set of
sequences but it is different from a substring [1]. Let us
define two sequences as X = (Xi, Xo..Xym) and Y = (yq,
Ya...¥n). The prefixes of X are X; , mand the prefixes of
longest common subsequence of prefixes X; and Y; [1].
To find the longest sub sequences common to X; and Y;,
compare the elements x; and y;. If they are equal, then
the sequence LCS (Xi.;, Yj.1) is extended by that element,
x;. If they are not equal, then the longer of the two
sequences, LCS (X;, Y1), and LCS(Xi.1, Y)), is retained. If
they are both the same length, but not identical, then
both are retained. Note that the subscripts are reduced
by 1 in these formulas [1]. That can result in a subscript
of 0. Since the sequence elements are defined to start at
1, it was necessary to add the requirement that the LCS
is empty when a subscript is zero. The reason why LCS
has been used for solving problem is because of the
various motivating applications it has such as molecular
biology, file comparison, and screen redisplay and so
on. Since LCS uses dynamic programming technique it
has reduced space complexity [25]. LCS has been used
as a function for embedding because of the uniqueness
of input generation in spite of the variety of medical and
secret images used. The algorithm that is used for LCS
calculation is as follows:

Algorithm LCS(X, Y):

m = length[X]
n = length[Y]
fork=1tom
c[k,0]1=0
forl=1ton
c[Ol]1=0
fork=1tom
forl=1ton
loop
if X[k] =Y[I]
LCS[I] = I[K]

o[k.I] = c[k-1 ,1-1]+ 1

b[k,1]="1"
else if c[k-I,1]>=c[k,1-1]
clk,1] = c[k-1,1]

blk,I] ="u’

else

clk,1] = c[k,1-1]
b[k,I]="1"

end if

end loop
return b, ¢, LCS[]

end.

B. Integer transform

This paper uses integer transforms to hide the
watermark in the image for the following reasons [9].

1. The transform is reversible. This is a main
requirement given to medical images.

2. The difference between the pixel pair is expanded
to hide the watermark information. In the
extraction, the original pixel pair is exactly
retrieved, when the watermark is removed.

3. It can be used in multilayer. Hence, the high
capacity is achieved. Note that capacity and
imperceptibly are in trade-off. Therefore, capacity
should be identified optimally before embedding.

For a 8 bit gray scale pixel pair (X,
y),0< X,y <255, the integer transform is given by

the pair (m, d).Where m refers integer average and d
refers difference.

X+Yy
m= 1
Y W
d=x-y (2)
The inverse transform is given by
d+1
X=m —_— 3
|4 ®
d
y LJ (4)

Where | | refers floor operation which rounds the value

to nearest integer. In the integer transform, the
difference (d) is modified based on the watermark bit
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(bit) to hide the bit into the pixel pair. The modification
of difference (d’) is given by

d =2*d +bit (5)

The modification process requires overflow and
underflow conditions to ensure that the difference is
expandable or not. The expandable difference is satisfies
the following condition.

d| < 2*(255-m)
d|<2*m+1

if 128 <m < 255

) (6)
if0<m<127

Only expandable difference can be used for embedding.
If all the expandable differences are used, the capacity
will reach its limit. Let N and Ne denote the number of
differences and the number of expandable differences,
respectively. The hiding capacity of an image is defined
as:

Ne
cC=—
N

For multilayer embedding, the same pixel pairs are
selected for further data embedding. Here some of the
differences may not be expandable for longer time [9].

()

C. Proposed scheme

The proposed scheme mainly ensures combined
binding that satisfies the goals of watermarking
techniques like availability, authenticity, confidentiality,
copy control, copyright protection, integrity and utility
[24]. As like always the implementation can be done in
two major steps of embedding and extraction. In the
embedding section, Original image (Digital fundus
image) and the secret image (logo) are taken as the
inputs. The secret image is likely to be taken as one-
fourth of the original image. First step is to find the LCS
between the two inputs stringl and string2. The LCS
output is used as a tool for embedding process on the
original image using the integer transform function. The
LCS value will be available to both the sender and the
receiver. The extraction section considers the embedded
image as the input. Here the inverse integer transform is
used to extract the original and the secret image from
the embedded image.

For the proposed scheme mentioned in this paper
we have the following steps:

Embedding Process

Embedding involves usage of red and blue planes
where in which the green plane pixels remain unused.
But the green plane pixels are used in finding the string
inputs for calculating LCS.

Step 1: Finding String 1 input

The original image is used to find the stringl input.
Here the green plane of the original image is considered
to construct stringl. The green plane pixel values are
divided into blocks of 4 rows. In every block, each of
the pixel values are converted into the 8 bit binary and
the LSB [2] is taken for each block in a zigzag pattern
in order to get a single row output from every block.
Thereby an output wherein which the number of rows of
stringl which will be equal to the number of rows of the
secret image (logo) is obtained.

Step 2: Finding String 2 input

The secret image is used for finding string2. The
secret image is converted into a binary image [16]. This
binary image is taken as string2.

Step 3: Finding LCS

The number of rows of stringl and string2 will be
of equal size. LCS is taken between each row of stringl
and string2.

Step 4:  Embedding using integer transform

The LCS and the original image are the inputs for
the integer transform function. Here the original image
is divided into three planes. Only the Red and blue
planes are used in integer transform.

Step 5: Creation of location map

Location map is created for the embedded image to
identify the pixel values that has undergone
modification during embedding process [20].

Extraction Process

In the extraction process, the watermarked medical
image is processed in the same way as original image
processed for embedding. Both original image and
original watermarks are not used for the extraction
process, in that the original image and the location map
created is used for extraction. The extraction process
works as follows. The extraction process is done by
using the inverse integer transform function. The input
for the inverse integer transform is embedded image.
The embedded image is divided into three planes. The
extraction process is done by using the following
formula.

By using the inverse integer transform formula, the
extracted image is obtained. This image will be
equivalent to the original image, and also the extracted
watermark will be similar to the calculated LCS.
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V. RESULTS AND ANALYSIS

For the quantitative analysis of the proposed
scheme, the test bed has been created using the digital
fundus images taken from STARE and DRIVE
databases [9] . The test images used is the experiment
was taken in the size of 585 x 565 x 3 and in the Tagged
Image File format (TIFF). The secret images were taken
in the one fourth of the size of the original fundus image
i.e. 146 x 140. All the simulation has been conducted on
MATLAB R2010a. The test bed contains 10 fundus
images and 10 secret images.

A. Reversibility

The watermarking scheme should be reversible. It
means that the original image should be retrieved
without any loss after removing the watermark. It is
very important in medical images, since these images
are exchanged for diagnosis purpose where loss in the
quality of images is not compromised [1] [9-25].

It is found that the proposed scheme is reversible for any
size of watermark. The Peak Signal to Noise Ratio
(PSNR) has been used as metric for measuring the
reversibility. The PSNR between original image (1) and
extracted image (ley) is calculated as

PSNR (I, lex) = 10 Logie [(2°-1)%/ MSE] (8)

B. Imperceptibility

To measure the imperceptibility of the proposed
scheme the above mentioned PSNR has been used
between original images (1) and extracted image (lemp).
The experiments were conducted on a 10 test fundus
images and 10 secret images in 10x10 combinations,
totally 100 samples of values recorded. The proposed
scheme gives around 53dB at an average of
imperceptibility for the secret data size of above 20000
bits. The sample values are tabulated in tab. 1.

Table 1 The Imperceptibility of the Proposed Scheme.

Test Images Average PSNR value
Test image 1 48.2964
Test image 2 51.61695
Test image 3 60.1056
Test image 4 46.74045
Test image 5 56.017

Test image 6 53.8823
Test image 7 53.0651
Test image 8 50.5658
Test image 9 59.9386
Test image 10 52.92295

C. Fragility

To measure the fragility, jittering attack has been
taken in to the test bed and the experiment conducted on
all the 10 test fundus images in various modification
rates starting from 5% to 95%. It has been done for
above mentioned 100 combinations, totally 1900 sample
of values recorded. The proposed scheme provides 33%
of fragility at an average. The recorded average values
of various rates of modification are listed in tab. 2.

VI. CONCLUSIONS

This paper presents a novel authentication scheme
for health care information exchange. It uses Longest
Common Subsequence (LCS) for obtaining the secret
data to be embedded inside the original data. The LCS is
calculated between the original image and original
secret image. The calculated LCS will then be
embedded inside the original image using integer
transform. The proposed scheme has been simulated on
digital fundus images taken from STARE and DRIVE
databases. The experimental results showed that the
proposed scheme is reversible and provides around
53dB of imperceptibility. The proposed scheme is
fragile against jittering attacks; thereby it modifies
around 33% of secret data to ensure the authentication.

Table 2 The fragility rates of the proposed scheme for
various rates of modifications in the embedded image.

Percentage of modification  Fragility
5 4.8054
10 9.6068
15 13.8725
20 17.886
25 21.8514
30 25.4875
35 28.8415
40 32.0019
45 34.9031
50 37.4926
55 39.7836
60 42.1494
65 43.8801
70 45.506
75 46.9286
80 47.9591
85 48.6889
90 49.4902
95 49.8155
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