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 Abstract  - The embedded based applications need sensitive 

data transfer between different nodes. In order to increase 

the speed and to reduce the hardware complexity, this 

proposed system focuses on the light weight security 

algorithm Tiny Encryption Algorithm TEA which can be 

implemented in microcontroller to adapt with many real time 

constraints such as memory, data loss and low cost. The 

additive feature of this proposed system is that it uses Key 

Generation Unit (KGU) to produce the random key to make 

it optimal for sensitive data transfer in many real-time 

applications. This above work uses microcontroller and the 

performances of this cryptosystem is analyzed by 

implementing the cryptographic algorithm TEA with key 

generation unit. The key generation unit uses the timers in 

microcontroller to generate the random bits. The work 

extends with implementing the two different modes of 

communication serial (UART) and wireless transmission 

(RF) to transfer the data from encryption unit to decryption 

unit. 

Keywords-TEA; UART; RF; Feistel structure 

I. INTRODUCTION 

 The communication system which requires 

sensitive data transfer uses secured cryptographic 

algorithms to convert the data into an unrecognizable 

format. These algorithms are classified into symmetric 

and asymmetric, which employs private and public keys 

respectively. The symmetric cipher is further classified 

into stream and block ciphers. This proposed paper 

focuses on the block cipher which allows feasibility for 

the key generation and these generated keys are used for 

cryptographic applications with reduced hardware 

complexity. 

 In the existing system, the hardware 

implementation of block ciphers has limited feasibility 

in scheduling the key which is the primary resource for 

high secured data transfer. Since the existing system 

uses predefined key for the encrypting process, the 

system can offer narrowed security level though they 

use complex security algorithms. The major drawback 

in the existing system is that there is no key generation 

unit to increase the efficient change of key parameter for 

a secured data transfer. 

 The proposed system implements the above 

statements using the light-weighted, secure and efficient 

block cipher TEA with different modes of 

communication. The two modes of communication 

include serial (UART) and wireless communication (RF 

transmission) and the proposed system uses KGU to 

increase the key security further. The work also extends 

with the randomness test for the generated key using the 

principle component analysis method. 

 This above research work uses LPC2148 

microcontroller and the performances are analyzed by 

implementing the KGU with TEA which offers 

moderate security and simplicity in implementation 

processes. In this paper, section 2 deals with the related 

works, section 3 describes the implementation of TEA 

with KGU. The section 4 explores the performance 

analysis and the results of proposed system. The 

conclusion is drawn in section 5. 

II. RELATED WORKS 

 The software analysis of different block ciphers 

using 8-bit AVR microcontroller were presented in [1]. 

The performance of these block ciphers are compared 

with that of the Advanced Encryption Standard (AES) 

implementation and it has been proved that TEA 

consumes less memory than all the others. The 

implementation of TEA [2] is discussed using 

PIC18F4550 and shows that it can operate at 586 bytes 

per second. In [8], the unpredictable voltage oscillation 

signals generated by the oscillator are used to generate 

random bits and uses n number of oscillators to get the 

sample values. These values are fed to LFSR to produce 

robust random numbers in [9]. 
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The proposed paper presents the implementation of TEA 

with KGU in microcontroller with reduced cost and 

increased speed which makes it suitable for many area 

and cost constraint applications such as RFID and 

wireless communications. 

III. IMPLEMENTATION OF TEA WITH KGU 

A. Tiny Encryption Algorithm 

 TEA offers Shannon's twin properties of diffusion 

and confusion using the mixed (orthogonal) algebraic 

groups, to improve the security. Due to this feature, the 

TEA is a light weighted cryptographic algorithm which 

makes it suitable for many real time area constraint 

applications. The figure 1 shows the architecture for 

TEA encryption process. 

 

 

Figure 1 TEA Encryption Process 

 TEA operates on 64 (block size) data bits at a time 

using a 128-bit key with 32 rounds. TEA is an iteration 

cipher, where each round ihas inputs M0[i-1] and M1[i-

1] as in (2) and (3), which is derived from the previous 

round. The subkey K[i] is derived from the 128 bit 

overall K. The constant delta (_) in (1), is the derivative 

of golden number ratio to ensure that the subkeys are 

distinct. 

 

M0[i] = M0[i-1] F(M1[i-1], K[0, 1], DELTA[i]) (2) 

M1[i] = M1[i-1] F(M0[i-1], K[2, 3], DELTA[i]) (3) 

The round function F (4), is defined by 

F(M,K[j,k],DELTA[i]) = ((M<<4) K[j]) (M 

DELTA[i])((M>>5) K[k] ) (4) 

 

 The single TEA round function performs the simple 

mixed orthogonal algebraic functions such as Right/Left 

shifts, Integer addition and exclusive – or operations. 

The steps carried out in round function: 

1.  The one half M1[i-1] of the block cipher is Left 

shifted by 4 times and Right shifted 5 times. 

2.  The left shifted block is added with the subkey K0 

and right shifted block is added with the subkey K1. 

3.  It is also added with the constant delta value 

DELTA[i] which is the multiples of delta, where i 

represents the number of iterations. 

4.  The results are then Ex–ORed and added with the 

other half of the block cipher M0[i-1] which 

produces one half of the block cipher M0 for next 

iteration. 

5.  Similar operations are performed for the next half 

round function with the above result. 

  Finally, the Ex–ORed result is added with the first 

half of the block cipher M1[i-1] to produce the next 

half block M1 for the further rounds. 

 Similar operations are performed for decryption 

process which is described in figure 2. 

 In this case, the constant delta value DELTA(i-1) is 

“C6EF3720”, where „i‟ represents the number of 

iterations. In each iteration, the delta value “9E3779B9” 

is subtracted with the constant delta value. 

 

 

Figure 2 TEA Decryption Process 

 Since, the TEA has a Feistel structure the reverse 

operation of encryption process is performed to obtain 

the plain text in the decryption process. 

B.  Block Description for TEA with KGU 

 The main block diagram of 

“MICROCONTROLLER BASED CRYTOSYSTEM 

WITH KEY GENERATION UNIT” is depicted in the 

figure 3, which shows the complete operation of the 

system. The principle feature of this system is the usage 

of KGU to generate the random bits which is used as a 

key for security algorithm. The security algorithm is 

chosen in such way that it occupies reduced area and 

time constraints, with high performance. TEA is such 

block cipher which is known for itshigh security with 

reduced area. 
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Figure 3 Block Diagram of TEA with KGU 

 The encryption unit receives the key from KGU to 

encrypt the data. It has the feasibility to choose either of 

the modes of transmission, in additive with the option of 

choosing the predefined/currently generated key. When 

the system is working with serial mode of transmission, 

the key and cipher text along with mode are transmitted 

through the serial port. Incase of RF transmission mode, 

the decryption unit receives the above data through 

wireless communication. 

 The algorithm is implemented using 

PhilipsLPC2148 with reduced code size and increased 

speed. The performance of the system is discussed in the 

following chapters, based on the number of cycles it 

takes to execute the encryption and decryption process, 

throughput and code size. The speed of the controller 

varies depend upon crystal frequencies (say 

24MHz,12MHz). 

The block comprises of the following units: 

1. KGU 

2. Encryption unit 

3. Decryption unit 

1) KGU: The KGU is implemented using timers in them 

icrocontroller to generate the random bits. The 

generatedrandom numbers acts as a key for block cipher 

and is stored in EEPROM, so that the key is secured and 

it is then transferredto the decryption unit. The figure 4 

depicts the block diagram of the KGU. 

 

Figure 4: KGU 

 The KGU uses the in-built timers (T0 & T1) which 

accept the input from the crystal oscillator by dividing 

its value by12. In order to generate 128 bit key from 16 

bit timers, it has to take 8 samples from the timer. These 

sample values are taken from the timers, as per the  

table I. 

TABLE I. SAMPLE VALUES 

 

 The table I indicates the number of samples to be 

taken from each timer. This repeats for every 8 set of 

keys. The initial value for the timer0, to generate the 

first key is predefined and its starts running with the 

normal timer operation, then the sample values are taken 

from the timers whenever it is required, as per the table I 

whereas, the timer1is not used for the generation of first 

key. 

 For the initial value of second key, the timer1 uses 

the LSB(16-bit) value of most recently updated cipher 

txt. This value is then replaced by the LSB of updated 

cipher text, for the next key generation, and this repeats 

for every key generation process. The control unit is 

used to select either of the timervalues to take the 

samples. 

 These generated keys are then stored in the 

EEPROM for the use of decryption process. The 

advantage of using such method will increase the 

strength of the key generation unit and makes it more 

complex for related key attacks. 

2) Encryption Unit: The figure 5 shows flow chart for 

the encryption unit which illustrates the overview of the 

encryption block. As it is described in the flow diagram, 

the encryption process starts with the operation of key 

generation followed by receiving the plain text, 

performs TEA encryptionprocess and selects the mode 

of communication (RF & Serial)to transmit the data to 

decryption unit. Finally, display the encrypted result in 

LCD and repeats the above process. 
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Figure 5 Flow chart for Encryption Unit 

 The function of the key generation unit is shown in 

figure6. The function starts with initializing the timer0 

and numberof samples for both the timers (Timer0 & 

Timer1). The timersgenerate the random bits of size 16-

bit. The random bits fromthe timers are stored in the 

RAM until the sample countreaches zero. The pattern 

for these sample values are shown inthe table I. The 

sample count is initialized as 8 to get 128-bitkey. The 

counter is decremented and once the sample 

countreaches zero, the sample values of the timers are 

reinitialized, where the timer1 is initialized with the 

LSB of updated ciphertext for the generation of next set 

of random bits as it is described in the KGU. 

 

 

Figure 6 Flow chart for Key Generation Unit 

 This above process is done only when the user 

prefers to generate a new set of random bits otherwise it 

uses the predefined random bits. 

 

 

Figure 7 Flow chart for RF Transmitter 

 The figure 7 represents the flow of RF transmitter. 

It requires a RF encoder to make compatible with the 

RF transmitter. 

 The steps involved with the serial communication 

are shown in figure 8, which includes the initialization 

of timers. This process involves with the mode and 

cipher text whereas, the key is stored in EEPROM 

which is used later for the decryption process. 

 

 

Figure 8 Flow chart for Serial Communication 
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3) Decryption Unit: The processes performed by the 

decryption unit are shown in the figure 9. The two 

different modes of operations that are performed in this 

unit are normal and interrupt modes. The normal mode 

deals with the RFtransmission and interrupt mode 

performs the serial datatransfer which receives the data 

through UART.In the case of serial communication it 

requires to receive the key from EEPROM to perform 

TEA decryption process.The LCD is used to display the 

received cipher text, key andthe decrypted text (plain 

text). 

 

Figure 9 Flowchart for Decryption Unit 

IV. PERFORMANCE ANALYSIS OF TEA 

IMPLEMENTATION 

 The performance analysis of TEA encryption is 

shown inthe table II in terms of code size, machine 

cycles, throughputand execution time with the upgraded 

performance. From thetable it is inferred that the 

throughput is improved to10308.23bps in 24MHz and 

5154.22bps in 12MHz. Theadditive upgraded result with 

the execution time is that thetime is decreased down to 

47.71%. 

TABLE II. Performance Analysis Of Tea Encryption Unit 

 

 Similar comparison is made with the TEA 

decryption which is illustrated in the table III whose 

upgraded performance of throughput is increased to 

88.90% and the execution time is decreased down to 

47.31%. 

TABLE III. Performance Analysis Of Tea Decryption 

Unit 

 

 The performance of KGU is depicted in the table IV 

whose throughput is 1641025.64bps in 24MHz and 

820512.82bps in12MHz. In the case of execution time, 

it is very high when compared with TEA processes. 

Table Iv. Performance Analysis Of KGU Unit 

 

 The table V shows the encryption module along 

with theKGU, TEA, I2C and Serial units, whose 

throughput is17516.65bps in 24MHz and 8758.38bps in 

12MHz. 

TABLE V. PERFORMANCE ANALYSIS OF 

ENCRYPTION MODULE 

 

A. Randomness Test Results for Generated Random Bits 

 The figure 10 shows the randomness test result. The 

result is obtained from the Unscrambler 9.8 software 

using the Principle Component Analysis method. It is 

also proved that the proposed method (Cipher mix 

random bits) provides better result with distinct random 

bits. 
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Figure 10 Randomness test results for KGU – Cipher 

mixrandom bits 

B.  Simulation Results 

 The figure 11, 12 and 13 shows the simulation 

results for KGU, TEA encryption and decryption units 

respectively. 

 

Figure 11 Simulation Result for KGU 

 

Figure 12 Simulation Result for TEA Encryption Unit 

 

Figure 13 Simulation Result for TEA Decryption Unit 

V. CONCLUSION 

 The system employs the utilization of TEA 

algorithm, which is a light-weight block cipher and 

offers low power and area consumption with moderate 

security. The additional feature of this system is the 

usage of KGU to generate the random key which still 

improves the security of data transfer. Therefore, the 

system is suitable to implement in the high secured low 

cost applications. The implementation of TEA using 

LPC2148 is to reduce the cost of the system. The 

application includes various wired and wireless 

communications which requires secured data transfer. 
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